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Algorithm 1 Keyword-Based OCSF Class Determination Algorithm
1: function PREDICT_CLASS(Log Entry)
2: if Log Entry is a structured log then

3 Check specific fields

4 if a direct match is found in ALL_KEYWORDS then

5: return corresponding Class_UID

6: end if

¢ else

8 Initialize Match_Scores

9: for each Class_UID in ALL_KEYWORDS do
10: Calculate a Total_Score based on:
11: - Presence of associated keywords in Log_Text
12: - Position of keywords in Log_Text
13: - Rank/importance of keywords in the Class_UID’s keyword list
14: if Total_Score then
15: Add Total Score to Match_Scores for Class_UID
16: end if
17: end for
18: if Match_Scores is not empty then
19: return Class_UID with the highest Total_Score
20: end if
21: end if
22: return None

23: end function
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